UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM

XA LAC PAO Péc 1ap - Tw do - Hanh phac
S6: 69/KH-UBND Lac Pqao, ngay 11thang 9 nam 2024
KE HOACH

Phéi hep @ng pho sw ¢é, bao dam an toan théng tin mang trong hoat déng
co’ quan Nha nwéc trén dia ban xa Lac Pao nam 2024

Can ctr Chi thi s6 18/CT-TTg ngay 13/10/2022 cta Thu tudng Chinh phu vé
day manh trién khai cac hoat dong tng ctu su ¢b an toan thong tin mang Viét Nam:
Quyét dinh s6 1017/QD-TTg ngay 14/8/2018 cua Thu tudng Chinh phu phé duyét
Pé 4n giam sat an toan thdng tin mang ddi vai hé thdng, dich vu cong nghé phuc vu
Chinh phu dén nim 2020, dinh hudng dén nim 2025; Thong tu s6 20/2017/TT-
BTTTT ngay 12/9/2017 caa Bo truong Bo Thong tin va Truyén théng quy dinh vé
diéu phéi, ttng ctiu su ¢ an toan théng tin mang trén toan qudc.

Cin ctr Ké hoach s6 134/KH-UBND ngay 10/9/2024 ciia UBND huyén ve Phoi
hop ng pho su co, bao dam an toan thdng tin mang trong hoat dong co quan Nha
nudc trén dia ban huyén Van Lam nam 2024; ke hoach s6 09/KH-UBND ngay
24/01/2024 cua UBND’xé Lac Dap thuc hién chuyén qai SO Xa Lac Pao nam 2024,
UBND xa xay dung Ké hoach phoi hgp tng pho su co, bao dam an toan théng tin
mang trong hoat dong co quan Nha nudc trén dia ban x& Lac Pao nam 2024, nhu
sau:

|. MUC PICH, YEU CAU

1. Muc dich

- Pam bao an toan théng tin cho cac hé thong thong tin quan trong trén dia
ban x3; dam bao kha nang thich ung mét cac chu dong, linh hoat va giam thiéu cac
nguy co de doa mat an toan thong tin trén mang; dé ra cac giai phap tng pho khi gap
su ¢6 mat an toan thdng tin mang.

- Tao chuyén bién manh mé trong nhan thic vé an toan thong tin d6i véi luc
luong céan b, cong chirc trong co quan Nha nudc.

- Bam bao cac nguon luc va cac diéu kién can thiét dé san sang trién khai mot
cac kip thoi, hiéu qua cac phuong an (ing cau khan cap su ¢ an toan thdng tin mang.

2. Yéu cau

- Cin cir trén két qua danh gia cac nguy co, su c6 mat an toan théng tin mang
cua hé théng thdng tin cia co quan Nha nudce dé dua ra cac phuong an tng pho, tng
ctru sy ¢b kip thoi, phi hop.
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- Cac phuong an tng pho, tng ciu sy ¢6 an toan théng tin mang phai dit ra
dugc cac tiéu chi dé c6 thé nhanh chong xac dinh duoc tinh chat, mac do nghiém
trong cua sy ¢b khi xay ra;

- Xac dinh cu thé cac nguon luc dam bao, giai phép to chirc thuc hién va kinh
phi @é trién khai cac noi dung;

- Thuong xuyén trao doi thong tin, chia sé¢ kinh nghiém trong céng tac dam
bao an toan théng tin giira cac co quan Nha nudc; ting cudng su phdi hop, hd tro cua
cac co quan, don vi chuy@n mén cd tham quyén.

I1. NOI DUNG KE HOACH

1. Cac quy dinh chung

a) Pham vi va doi twong ciia Ké hoach

Ké hoach nay quy dinh viéc phéi hop tng pho su cd, bao dam an toan théng
tin mang trong hoat dong ung dung cong ngh¢ thdng tin cia co quan.

b) Poi twong ap dung

- Co quan, don vi sir dung céc hé théng théng tin dung chung, cac tng dung,
co so dir liéu chuyén nganh trén dia ban xa.

- Ca nhan la can b, cdng chire, nguoi lao dong cua co quan trén dia ban xa va
ca nhan khéac cd lién quan.

c) Nguyén tdc, phwrong cham vmg pho sy co

Sy ¢b an toan thdng tin mang, hé thdng thdng tin can ang pho khi bi mot trong
cac su ¢ sau:

- Hé thdng bi gian doan dich vu.

- Dir liéu tuyét mat hoac bi mat Nha nudc c6 kha nang bi tiét 19.

- Dir liéu quan trong cua hé théng khong dam bao tinh toan ven va khéng co
kha nang phuc héi duoc.

- Hé théng bi mat quyén diéu khién.

- Sy ¢b xay ra trén dién rong hoic gay ra cac anh huéng day chuyén.

- Chu quan hé théng thong tin khong d kha nang kiém soét, xir 1y dwoc su ¢d.

d) Chitc nang, nhiém vy, tréch nhiém va co ché, quy trinh phdi hop giiza cac
luec lirong tham gia ing citu Sw €6

Vin phong UBND x4 1a co quan dau mdi, cha tri ¢ng ctiu su ¢ an toan théng
tin mang cua x4, co trach nhiém tham gia hoat dong tng ciru su ¢d khan cap dam bao
an toan thong tin mang noi bd khi ¢ yéu cau tir cac co quan, don vi ¢d lién quan.

2. Panh gia cic nguy co, sw cd an toan théng tin mang

- Panh gia hién trang va kha nang dam bao an toan théng tin mang cta cac hé
thng thong tin va cac déi tuong can bao vé.
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- Panh gia, du bao nguy co, sy ¢, tan cong mang c6 thé xay ra véi cac hé
thng thong tin va cac déi twong can bao vé.

- Panh gia, du bao hau qua, thiét hai, tic dong cd thé néu xay ra su co.

- Panh gia vé hién trang, phuong tién, trang thiét bi, cong cu hd tro, nhan luc,
vat luc phuc vu d6i pho, tng cau, khic phu su cd.

3. Phwong an ddi pho, &ng ciru sw c6 ddi véi mat sé tinh hudng sw co cu
thé

a) Tiéu chi xay dung cdc phwong dn doi pho, ing cizu sir €6 an toan théng tin
mang

Phuong an ddi pho, tng ctiru su ¢6 an toan thdng tin mang phai dit ra cac tiéu
chi dé c6 thé nhanh chong xac dinh duoc tinh chat, mac do nghiém trong cua su ¢b
khi sy ¢ xay ra. Viéc xay dung phuong an d6i pho, tng ctiu su ¢ an toan thdng tin
mang can bao dam cac noi dung sau:

- Phuong phép, cach thirc dé xac dinh nhanh chdng, kip thoi nguyén nhan,
ngudn géc su ¢d nham &p dung phuong an ddi pho, ung ctu, khic phuc su ¢6 phi
hop;

- Su ¢6 do bi tin céng mang;

- Su 6 do 16i hé thdng, thiét bi, phan mém, ha tang k¥ thuat hoac do 16i duong
dién, duong truyén, hosting,...

- Su ¢6 do 16i cua ngudi quan tri, van hanh hé théng;

- Su ¢6 lién quan dén tham hoa tu nhién nhu bio, lut, dong dat, hoa hoan.

b) Phirong dn doi pho, ing citu, khac phuc sw cé déi véi mét hogce nhiéu tinh
huéng sau

* Tinh huéng sw ¢é do bj tan céng mang

- T4n cong tur chéi dich vu;

- T4n cdng gia mao;

- Tan cong str dung ma doc;

- T4n cong truy cap trai phép, chiém quyén diéu khién;

- Tan cong thay doi giao dién;

- Tan cdng ma hoa phan mém, dix liéu, thiét bi;

- Tan cong pha hoai thdng tin, dix liéu, phan mém;

- Tan cong nghe trom, gian diép, lay cap théng tin, dix liéu;

- Tan cong tong hop str dung két hop nhiéu hinh thuc;

- C4c hinh thtc tin cdng mang khac.

- Cac co quan trén dia ban xa cé trdch nhiém cur can b, cong chuc phu trach
an toan thong tin tham gia ang ctu su ¢b an toan thong tin khi xay ra sy cé.
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* Tinh huéng su ¢é do 13i hé thong, thiét bj, phan mém, ha tang ky thudt

- Sy ¢b nguén dién;

- Sy ¢b duong két ndi mang Internet;

- Su ¢6 do 16i phan mém, phan cang, tng dung cta hé théng théng tin;

- Su 6 ¢6 lién quan dén qué tai hé thong;

- Su ¢6 khac do 13i cua hé thdng, thiét bi, phan mém, ha tang k¥ thuat.

* Tinh huéng su ¢ do 13i ciia nguoi quan tri, vdn hanh hé thong

- L&i trong cap nhat, thay d6i, cdu hinh phan cing;

- L&i trong cap nhat, thay d6i, cdu hinh phan mém;

- L&i lién quan dén chinh sach va thi tuc an toan théng tin;

- L&i lién quan dén viéc dirng dich vu vi ly do bét budc;

- L&i khac lién quan dén ngudi quan tri, van hanh hé thong.

4. Trién khai phong ngira sw c6, giam sat phat hién, dam bio cac diéu
kién sin sang &ng pho, khic phuc sw cb

a) Cac néi dung, nhiém vu cu thé can trién khai nham phong ngira sw co, ddo
bdo cdc diéu kién san sang ing pho, khdc phuc s ¢é

- Thyc hién nghiém cdng tac giam sét, phat hién som nguy co sup do.

- Kiém tra, danh gia an toan thong tin va ra quét, boc g&, phan tich, xt Iy ma
doc.

- Phong ngura su ¢6, quan 1y rai ro; nghién ctu, phan tich, xac minh, canh bao
su ¢, rai ro an todn thong tin mang, phan mém dac hai.

- Xay dung, &4p dung quy trinh, quy dinh, tiéu chuan vé an toan thong tin;
tuyén truyén, nang cao nhan thirc vé nguy co, su ¢ tan cong mang.

b) Cac ngi dung nham ddm bdo cdc diéu kién san sang ing pho, khac phuc sw
co

- Trang bi, nang cap thiét bi, cong cu, phuong tién, gia han ban quyén phan
mém phuc vu viéc ung ctu, khic phuc su cd.

- Thué dich vu dam bao an toan théng tin, chuan bi cc ngudn luc sin sang dé
ting phd khic phuc khi sy ¢b xay ra.

- Tham gia céc 16p tap huan, cac hoat dong cua mang ludi tng ciru su cd.

I11. KINH PHI

Kinh phi thuc hién Ké hoach tir nguon ngan sach xa. Khuyén khich viéc huy
d6ng céc ngudn kinh phi ngoai ngan sach dé trién khai cac noi dung Ké hoach nay.

IV. TO CHUC THUC HIEN

1. Van phong UBND xa:
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- Chu tri, phéi hop Véi cac co quan, don vi trién khai thuc hién cac noi dung
tai K& hoach nay;

- La dau mdi, t6 chirc thuc hién viéc tiép nhan va xir Iy céc su ¢b vé an toan
thong tin.

- Xay dung noi dung, 1ap du toan kinh phi, nhan lyc, vat luc thuong truc san
sang &g ciru su ¢b; trién khai diéu hanh, phdi hop t6 chirc tng ctru va thuc hién ang
ctiu, Xt 1y, ngan chin, khic phuc su ¢b 1ong ghép vao cac Ké hoach vé dam bao an
toan thong tin mang, Ké hoach tng dung CNTT hang nim.

2. Cong chirc Van héa- Xa hoi xa

Phéi hop véi Vian phong UBND X3 trong cong tac phdi hop tng phd su ¢,
bao dam an toan théng tin mang trong hoat dong co quan Nha nudc trén dia ban xa.

3. Cong chirc Tai chinh - ké toan x&

Bé tri kinh phi dam bao trién khai thuc hién cong tac phdi hop tng pho su cé,
bao dam an toan théng tin mang trong hoat dong co quan Nha nudc trén dia ban xa.

Trén day 1a Ké hoach phéi hop tng pho su ¢d, bao dam an toan théng tin
mang trong hoat dong cta co quan Nha nudc trén dia ban xa Lac Pao nam 2024.
UBND x4 y&u cau can bo, cdng chirc nghiém tuc trién khai thuc hién./.

Noi nhgn: TM. UY BAN NHAN DAN
- Chu tich, ph6 CT UBND x&; KT CHfJ TICH

- Can bg cdng chic x4; . 5

- Luu: VT. PHO CHU TICH

Sai Khoa Anh
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